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Program Executive Office (PEO) Transport 22 January 2025

MEMORANDUM FOR DISTRIBUTION

SUBJECT: Department of Defense Information Network (DoDIN) Approved Products List
(APL) approval of the REDCOM Laboratories, Inc. Sigma Release (Rel.) 4.0.5
Tracking Number (TN) 2024601 as a Local Session Controller (LSC)

Reference: (a) DoDI 8100.04, “DoD Unified Capabilities,” 09 December 2010
(b) DoD CIO “Unified Capabilities Requirements (UCR) 2013,” July 2013

1. DoDIN APL approval of the REDCOM Laboratories, Inc. Sigma Rel. 4.0.5 TN 2024601 as
an LSC has been granted. The Risk Management Executive (RME) recommended DoDIN APL
placement on 23 September 2021 based on the Cybersecurity (CS) testing completed by the Joint
Interoperability Test Command (JITC) Fort Huachuca-led CS test teams. This solution achieved
Interoperability (I0) certification from the JITC on 02 June 2021. This approval is effective
upon the date of this memorandum and expires 24 September 2027 unless a critical issue is
identified that invalidates either the CS or the 1O posture of this product as determined by the
JITC or the Chief Information Officers (CIO) for Combatant Commands, Services, and
Agencies. Please note that Services and Agencies are required to recertify and reaccredit their
systems every three years. Please refer to the DoDIN APL for official posting of this solution at
the following site: https://aplits.disa.mil/apl.

2. The IO certification letter containing the detailed components and configuration on this
product is available at the following site:
https://jitc.thu.disa.mil/tssi/cert_pdfs/REDCOM_Sigma LSC 2-2-

8 TN2024601 Initial 02JUN2021.pdf

On 30 March 2022, the following extension was approved via Desktop Review (DTR) #1
(requested to update the Rel. from 2.2.8 to 3.0.4 to resolve multiple open

CS findings and four 1O Test Discrepancy Reports (TDRs); update the Virtual Machine
(VM)ware VMSphere Elastic Sky X infrastructure (ESXi) Rel. from 6.5 to 7.0; update the High-
Density Exchange (HDX) and SLICE 2100 Media Gateway (MG) Rel. from v4.0AR5P7 to
v4.0ARS5P8): https://jitc.thu.disa.mil/tssi/cert pdfs/REDCOM_Sigma LSC_3-0-

4 TN2024601_DTR1_24MAR22.pdf

On 28 July 2022, the following extension was approved via DTR #2 (requested to update the
Rel. from 3.0.4 to 3.1.1 to resolve two IO TDRs):
https://jitc.thu.disa.mil/tssi/cert_pdfs/REDCOM_Sigma LSC 3-1-

1_TN2024601_DTR2 27JUL22.pdf

On 31 July 2024, the following extension was approved via DTR #5 (requested to extend this
solution’s listing on the DoDIN APL by an additional 3 years; update Plan of Action and
Milestones (POA&Ms) for two IO TDRs; provide an updated Federal Information Processing
Standard (FIPS) Cryptographic Module Validation Program (CMVP) certificate):
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DISA Memo, PEO Transport, DoDIN APL Approval Memo, REDCOM Laboratories, Inc.
Sigma Rel. 4.0.5 TN 2024601, 22 January 2025

https://jitc.thu.disa.mil/tssi/cert_pdfs/2024601_DTRS REDCOM_Sigma LSC v3-1-
1_30JUL2024.pdf

On 22 January 2025, the following extension was approved via DTR #4 (requested to update the
Rel. from 3.1.1 to 4.0.5, which includes the following component software version updates:
FreeBSD from v11.4 R8 to v13.3 Release-p4 amd64, ActivClient from 7.1.0.244 to 7.4.1.5; add
the Audio Codes Model M800C-V-2ET4s version 7.60A.004.017 MG to the list of certified
System Under Test (SUT) components; add the following HPI Federal LLC components to the
list of certified SUT components: Voice and Video Experience (VVX) 450, VVX 150, VVX
250, and VVX 350 phones, Edge E E100, E220, E400 Series, E500, E300 Series of phones,
Communications Collaboration eXperience (CCX) 500, CCX 700, and Trio C60 No Radio (NR),
CCX 400, CCX 600, Trio C60 phones, Poly X50, X52, G7500, X30, X70, and Medialign video
endpoints; remove the following components due to end of support: Dell EMC Unity 300, Cisco
IOS Catalyst 48-port Ethernet Switch, REDCOM HDX and SLICE 2100 Gateway, Plantronics
Trio 8500 and 8800 Assured Services-Session Initiation Protocol (AS-SIP) end instrument (EI),
Polycom RealPresence Group Series Models 300, 500, and 700 Teo AS-SIP EI models 7810,
4104, and 4101 HPI Federal LLC VVX Family of Endpoints (VVX 101, VVX150, VVX 201,
VVX 301, VVX311, VVX 401, VVX 411, VVX 450, VVX 501, and VVX 601); update the
Secure Client for Windows Rel. from 5.2.5 to Sigma Client Release 6.0.1; resolve an 10 TDR):
https://jitc.thu.disa.mil/tssi/cert pdfs/2024601 DTR4 REDCOM Sigma LSC v4-0-
5_20AUG2024.pdf

3. This product/solution must be implemented only in the configuration that was tested and
approved. To ensure an acceptable level of risk for each site's Authorizing Official (AO) /
Designated Accrediting Authority (DAA), please utilize this solution's deployment guide and
refer to the Conditions of Fielding (CoF) as depicted within the Cybersecurity Assessment
Report (CAR). The CAR is included in the Cybersecurity Assessment Package (CAP) and may
be requested by a government civilian or uniformed military personnel from the Approved
Products Certification Office (APCO) via a digitally signed email.

E-Mail: disa.meade.peo-transport.list.approved-products-certification-of{@mail.mil
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Christopher A. Paczkowski
Director, PEO Transport
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